Fundamentals of Project Risk Management
Introduction
Change is a reality of projects and their environment. Uncertainty and Risk are two elements of the
changing environment and due to their impact on project objectives need to be managed. Project
Risk Management has evolved rapidly in the last decade from a mere knowledge area in PMBOK to a
centre of focus. Several national and international organisations have developed guidelines and
standards for risk management to help better implement risk management strategies within
organisations. Some of these organisations and guidelines are as following:





The Project Management Institute (PMI)’s Practice Standard for Risk Management,
Department of Treasury, Finance’s Risk Management Framework
AS/ANZ 31000 Standard for Risk Management
Office of Government Commerce’s PRINCE2, UK

What is Risk?
Different standards and guidelines have different definition of risk. One element is in common
among them all: risk is a function of uncertainty. Uncertainty can be inherent (what has or has not
happened) or future (what may happen in the future) and can affect a project in a variety of ways
through its lifecycle. The PMI defines risk as “an uncertain event or condition that, if it occurs, has a
positive or negative effect on one or more project objectives” (PMI-PMBOK, 5th Edition 2012).
Risks could be positive or negative. Risks with negative impact on project objectives are classified as
threats (e.g. a change in government legislation that endangers meeting project objectives). On the
other hand, risks with positive impact on project objectives are considered as opportunities (e.g.
using an advanced, still evolving technology that may save a significant amount of money in the
project). There is also a fine line between project risks and project issues. Where risks are uncertain
events which may or may not happen in the future, issues are those events which have happened
and require remedial action and reactive planning. Both risks and issues need to be documented,
responses planned and controlled.
Risks can occur in three levels. On the first level, there are Strategic Risks, which are more enterprise
level risks concerning the existence of the organisation. On the next level, there are Project Risks,
short to mid-term risks concerning project success. The lowest level of risk within an organisation is
Operational Risks which concern more with the day-to-day running of the business. Dealing with
projects, the focus here will be on Project Risks.

Project Risk Management
PMI defines Project Risk Management as “the systematic process of identifying, analysing, and
responding to risk. It includes maximising the probability and consequence of positive events and
minimising the probability and consequence of adverse events” (PMI-PMBOK 5th Edition 2012).
As the PMI’s approach is process based. A process of managing project risk has been defined in the
Practice Standard for Risk Management, see Figure 1.
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CCG Recommends project risk management should focus on responding to risk,
“actually doing something”

Figure 1: Risk Management Process

Step1: Plan for Risk Management
Planning for Risk Management includes documenting the organisation/project manager’s approach
to managing and controlling project risks. Many large organisations have predefined Risk
Management standards and plan templates. The outcome of this process is the Risk Management
Plan which needs to be documented as part of the over-arching Project Management Plan.

Step 2: Identify Project Risks
There are different ways to identify project risks. A good approach is to start with history. Records of
past projects are the best source for finding historical information and can be very useful for
compiling an initial list of potential risks. Another very common approach is to organise a risk
workshop for subject matter experts, the project manager, and key project stakeholders. A
facilitator would run the workshop, identifying project risks along the way. Care should be taken not
to include operational or strategic level risks in the list of project risks, these would typically be
escalated to the organisation’s risk management team.
The outcome of the identification process is a preliminary Risk Register which lists the identified
project risks. The Risk Register must be maintained as the project team goes through the project,
adding new risks as they are identified. The realised risks may also be transferred to the issues
register, to be dealt with separately. Other techniques for risk identification include:







Documentation and assumptions review,
Checklists,
Diagramming techniques,
SWOT analysis,
Expert judgment,
Similar projects Lessons Learned reports
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CCG Recommends using “If….Then….” to describe risks and clearly articulate their
consequences.
Step 3: Analyse Project Risks – Qualitative Analysis
The process of analysing project risks includes assessment of two main attributes of risks: likelihood
and impact. This could be done through a facilitated workshop, Delphi method, brainstorming
sessions or by seeking the opinion of risk owners and/or the sponsor. The aim of this exercise is to
achieve consensus among the participants of likelihood and impact of risks.
Analysis of risk can be exercised in two stages. Definition of risk could vary depending on the each
organisation’s risk appetite and compliance obligations. Project Context (environment) is a main
factor in determining what the risk likelihood and/or impact is likely to be. The While a particular
event could be considered as “risky” for one particular project/organisation, for others this could be
considered as “normal”. Therefore, understanding the right risk threshold for an organisation is a
key to determining risk rating. The following table demonstrates a typical classification of likelihood
and impact of risks:
Rating

Scale

Very Unlikely
Unlikely
Possible
Very Likely
Inevitable

1
2
3
4
5

Insignificant
Low
Medium
High
Extreme

1
2
3
4
5

Definition
Likelihood
Only in exceptional circumstances. Not likely in short to medium term.
Slight possibility in short to medium term.
Reasonable to consider it could occur.
Will probably occur.
Is expected to occur in most circumstances.
Impact
Negligible loss. Consequences easily dealt with.
Noticeable impact. Minimal damage.
Moderate damage. Manageable scale of loss.
Large scale damage. Significant loss or restriction.
Widespread damage. Business objectives severely compromised. Huge
financial loss.

CCG Recommends risk impact should be assessed from the perspective of the sponsor.
Risks are then rated using a Likelihood and Impact Matrix. This matrix varies from organisation to
organisation, reflecting their risk appetite and tolerance. The risk rating is calculated, typically by
multiplying likelihood and impact ratings for each risk to determine an overall score. Figure 2 shows
an example Likelihood and Impact Matrix. The result of this process is a revised Risk Register that
includes risk rating for each risk.
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Figure2: A sample Likelihood and Impact Matrix

Step 4: Risk Response Planning
Risk response planning starts with allocation and acceptance of “ownership” of the risk and
associated response plan. Risk response planning then involves identifying and assessing options for
responding to risks. These responses could be in the form of separate action plans or form part of
the overall project plan, they should be documented in the Risk Register with responsibilities
assigned to the relevant team members/ stakeholders for executing the planned responses.
There are several strategies which could be used to minimise the impact of threats and maximise the
opportunities. The following are typical risk response strategies:









Avoid: remove or reduce trigger events, uncertainties. When uncertainty is caused by lack of
knowledge, it has to be eliminated through obtaining clarification and information, defining
objectives, improving communication, prototyping and increasing capacities through training
or recruitment. Another approach could be targeting the cause of the risk (if known).
Examples of this approach could be changing the scope and/or the project approach, to
avoid untested and unproved methodologies.
Transfer: pass the responsibility, ownership and liability involved with the risk to a third
party (e.g. use of insurance and/or fixed price contracts, liquidated damages or penalty
incentive payments and seeking partnership).
Mitigate: reduce risk exposure to below an acceptable threshold by tackling risk impact.
Impact could be reduced in a number of ways depending on the risk, for example additional
help desk staff being available for the days after a new system goes live.
Accept with Contingency plan(s): Accept the risk but reduce its impact by having one or more
contingency plans for it
Accept risk but with some reserve to fund impact.

To be successful, risk response plans require several prerequisites to be in place:
1)
2)
3)
4)

list of identified and assessed risks prioritised by the severity of risks
list of potential responses for review and confirmation
list of project stakeholders to act as the owners of risk response and
agreed risk threshold or the acceptable level of risk as a target.
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5) Gaining agreement from stakeholders on their responsibility and commitment to the
planned response (ownership) is critical.
Different sources define a variety of attributes for an effective risk response, but the majority of
them agree on the following attributes:








Appropriateness: a correct level of response is designed and planned based on the severity
of the risk,
Affordability: risk response must be cost effective and the amount of time, effort and money
spent should match the severity of the risk (e.g. spending $100,000 for a risk with the impact
of $10,000 is not affordable),
Actionable: the response actions should be determined within a defined time frame,
Achievability: the response must be realistic and feasible from both technical and capability
point of view
Agreed: consensus and commitment of stakeholders has to be gained for each response
Allocated and Accepted: a single point of responsibility needs to exist, response actions need
to be owned and accepted by the relevant stakeholders

Step 5: Analyse Project Risks – Quantitative Analysis
Quantitative Risk Analysis is the process of numerically analysing the effect of identified risks on
overall project objectives. Quantitative Risk Analysis is a complex process and typically is only done
for risks that have been prioritised in Qualitative Risk Analysis process as “high”. Quantitative Risk
Analysis is used to determine the overall project risk (risk exposure) and to determine the quantified
probability of meeting project objectives, determine cost and schedule reserves and to create
realistic and achievable cost and schedule targets. It includes tools and techniques such as:





Decision tree
Expected monetary value
Sensitivity analysis
Monte-Carlo simulation

Step6: Risk Monitoring and Control
Risks need to be monitored throughout the project lifecycle for change in their likelihood and
impact. The Risk Register should be regularly (preferably in status meetings) reviewed and risks
should be analysed using the same techniques. The Risk Register needs to be updated based on the
results of re-assessment and relevant corrective or preventive actions should be taken. Issues are
also controlled as part of Risk Monitoring.

Contingency
Whichever response strategy is adopted for responding to project risks, it will likely have a cost
impact on the project. These costs need to be considered as part of the project budget. There are
three categories of risk costs required to be included in the project budget. Part of these costs
should be added directly to the budget and others should be added as Contingency Reserves.
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Terminology differs dramatically from organisation to organisation, terminology used here is CCG’s
terminology based on industry best practice. Reserves will need to include:
1) Risk Response Costs: Part of planning for risk response was to develop actions to respond to
risks and include them in the plan. These actions need to be scheduled, resourced, and the
costs involved with them need to be directly added to the project budget, either through
individual work package budgets or a central risk budget.
2) Cost of Residual Risk impact: The cost impact of residual risks also needs to be allowed for,
either at the organisational level across all projects or added to the project budget.
3) Uncertainty: a dollar value representing uncertainty, particularly if Quantified Risk analysis
such as Monte Carlo is not undertaken.

CCG Recommends defining and agreeing terminology and policy relating to
Contingency.
CCG Recommends never using zero as contingency for projects. Adding a percentage
of project estimates to the budget/schedule is a better approach. Better still, contingency
allowance calculations should be based on risk response plans, level of uncertainty and
residual risk impact assessment.
Figure 3 shows the process of developing risk related budget in conjunction with project
budgeting.
Develop WBS

Develop Budget for
Accepted Risk

Identify & Analyse
Risks

Estimate Resources

Plan for Response
(Action/Schedule/
Cost)

Perform Initial Cost
Estimate

Analyse Cost Effects
of Residual Risk

Adjust WBS and
Cost Estimates to
Include Risk
Response Actions

Add Residual Risk
Cost (True Budget)

Add Risk Budget

Contingency Reserve
Project Budget

Figure3: Project Risk Budgeting process
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More about Monte Carlo Simulation
Lack of sufficient historical data and uncertainty are two factors that adversely influence project
estimates. In reality, when assumptions, on which the estimates are based change, schedule and
budget overruns will likely occur. Single point estimation based on “best guess” or the average
time/cost of previous similar work without considering uncertainty normally leads to an unrealistic
project schedule and budget. Having a realistic estimate that considers uncertainty is a key to reduce
or eliminate overruns. Monte Carlo simulation is used in project management as a means to improve
project estimates and can be used at different stages in a project lifecycle:




At Feasibility Study stage as a means to facilitate making investment decision and project
selection
At Planning and Execution stages as a tool to improve project estimates with uncertainty
and to perform cost-risk, schedule-risk and cost-schedule-risk analysis.
As part of procurement during supplier bidding

Proper planning and scheduling as well as reliable risk assessment outputs are critical to generating
better outputs using Monte Carlo simulation. Also, availability of input data as well as willingness
and cooperativeness of team members to share their perception of risk and the company’s risk
culture are other critical success factors.

Why Monte-Carlo Simulation?
Studies have shown that the project estimators tend to base their estimates on average time/cost of
the previous similar tasks assuming a normal distribution for duration and cost over the course of
project (Figure 4a). In practice, the majority of projects tend to take longer and cost more than what
was initially estimated (Figure 4b).

Mean

Figure 4a: estimators expecting the project will behave
than the in the form of a normal distribution (most likely
Finishes around the mean)

Mean

Figure 4b: in reality, many projects tend to take more
average and cost much more to complete

Monte Carlo simulation is a mathematical method based on random selection of numbers designed
to use the 3-point estimates (optimistic, most likely, pessimistic) to generate a wider range of
outputs in which the “probability of occurrence” determines which estimate is most likely to happen.
As an output, Monte-Carlo simulation creates a number of graphs in the form of histograms, scatter
diagrams, and S-curves giving the decision makers a clearer view of what is most likely to happen in
the future. Figure 5 demonstrates an overview of Monte Carlo simulation.
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Initial Estimates
OP

3-Point Estimates
ML
PS

Statistical Distribution

Iterations

Monte Carlo Simulation

Improved Estimates for Analysis
and Decision Making

Figure 5: Monte Carlo simulation iterates an introduced statistical distribution using data from the predefined range (3point estimates) to create outputs for analysis and decision making.

CCG Recommends using techniques such as Monte Carlo simulation to help define
the level of uncertainty involved with date and cost estimates.
Why Integrated Cost-Schedule-Risk Analysis?
Using schedule-risk or cost-risk analysis techniques separately does not necessarily generate the
correct result. As shown in the right-hand graph (Figure 6), schedule-risk and cost-risk analysis show
a shorter and cheaper completion for the project, whereas by integration of these two, a more
realistic result will emerge. Also, the graph on the left shows there is a very low likelihood that the
project will complete within the deterministic cost/schedule estimates and is more likely to finish at
a higher cost and much later than estimated. This will help decision makers to develop a more
accurate contingency reserve for both schedule and budget, avoiding unachievable commitments.

Sample Scatter Diagram for a Typical Project

Time, Cost and Time/Cost/Risk Graphs

The most probable area
Time
Only

Cost
Only

Initial Estimate
Time
and
Cost

Figure 6: Outputs of Monte Carlo simulation show using only schedule-risk or cost-risk models may show a much shorter
and much cheaper completion whereas in reality, the project tends to take/cost more.

Example
Project X is initially estimated to take 1100 days and cost $1.8M. The company’s Board of Directors
only approves projects with 80% chance of success. In order to get approval, the project manager
needs to analyse the current level of confidence and to determine how much more is required to
comply with the company’s policy of 80% confidence. The project manager uses Monte Carlo
simulation on 80% level of confidence using 3-point estimates. The results (shown in the table
below) show that there is only 45% chance that the project will finish within the current schedule
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and budget. There is an 80% chance that the project will take 1430 days and will cost $2.3M.
Therefore, in order to meet the requirements of the company, the project manager should allow
about 30% contingency for both schedule and budget to achieve 80% confidence.
Monte Carlo Simulation Results
Initial Cost Estimate ($1000)
Level of Confidence
Monte Carlo Simulation Results
Contingency ($)
Contingency (%)
Initial Duration Estimate (days)
Monte Carlo Simulation Results
Contingency (days)
Contingency (%)

1800
P-45
1800
0
0%
1100
1100
0
0%

P-80
2300
500
30%

P-95
2650
850
47%

1430
330
30%

1617
517
47%

Department of Treasury and Finance (Vic Govt.) use a probability table like this as part of their
investment review process.

More about Lessons Learnt
During the project lifecycle, experiences gained through exercising Risk Management need to be
documented in the Lessons Learned Log. Later, this log should be used to analyse strengths and
weaknesses of Risk Management capability. The general focus in gathering project lessons learnt is
to help improve risk management of future projects.

More about Tools
Managing project risk and issues information could be done in a variety of ways depending on the
size and importance of the project. In small, less complex projects, a simple risk and issues log could
be sufficient. For larger, more complex projects, or in multi project environments, collaboration
tools such as Enterprise Project Management tools supplemented by Excel spread sheets may be
used.
There are a few tools for Monte Carlo simulation and cost-schedule-risk analysis which vary
depending on the size of the project. Where Oracle Primavera Risk Analysis tool is used for running
Monte Carlo simulation for large, complex (generally construction) projects, other decision making
and financial analysis tools such as @Risk and Oracle Chrystal Ball can be used for smaller projects.
@Risk is an add-on to Excel which has the ability of importing data from Microsoft Project to Excel,
creating a schematic schedule in Excel and running the simulation.
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